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Free Speech Under Siege: The Trends of Transnational Repression and Online Surveillance

Dear Chairperson, distinguished colleagues,

My name is Kasia Szczypska from the Open Dialogue Foundation, and I'd like to point out two trends
and a set of tools in the hands of oppressive governments to undermine free speech, media freedom
and enable transnational repression not only of human rights defenders and journalists, opposition
representatives, their associates, but also regime's critics, which hold Western passports.

First, the unprecedented scale of transnational repression on the territory of Western countries
which undermines the institution of political asylum and refugee protection. It includes both physical
harassment, assassination and kidnapping attempts and legal harassment through extraditions, abuse of
INTERPOL, and the opening of politically motivated criminal cases. This happens due to abuse of international
cooperation mechanisms aimed at combating cybercrime, money laundering, and terrorism financing, leading
to refusals to grant or cancel previously granted political asylum in Western countries. It also enables freezing
bank accounts or any crowdfunding campaign, prosecuting donors and recipients of human rights NGOs and
leading to financial exclusion both domestically and transnationally. It shows that the protection offered by
political asylum in Western countries is now virtually non-existent.

To be specific: Kazakhstan and Azerbaijan are the most advanced in these practices. Yesterday it
became known about the assassination of Azerbaijani ex-presidential candidate and human rights defender
Vidadi Iskenderli in France. In June, Kazakhstani journalist and refugee Aidos Sadykov was assassinated in
Ukraine by two allegedly Kazakh secret services agents.

It is important to say that Belgian police prevented the attempted assassination and kidnapping of
human rights defender and refugee Bota Jardemalie. But Kazakhstan found another way with the assistance
of Western lawyers, lobbyists, and by weaponizing BTA Bank as a cover, aimed at canceling Jardemalie's
political asylum and extraditing her. Previously, Kazakhstan used the same scheme in the case of oppositionist
Mukhtar Ablyazov in France.

Second, undermining online privacy, including communication and payment privacy, in Western
countries. This escalates political persecution by oppressive regimes both domestically and
transnationally. We speak there not only about EU and US regulations aimed at combating cybercrime,
child abuse, money laundering, and terrorism financing, propaganda but also about the abuse by oppressive
regimes of intelligence knowledge received from Western countries, OSCE and OECD advanced
intelligence security programs and even using transnational companies like Chevron to silence critics
abroad, like human rights defender Barlyk Mendygaziyev.

This makes regimes within minutes to shut down crowdfunding campaigns like in Kazakhstan
or Belarus, to conduct digital harassment - filing transnationally criminal cases and erasing from social
media the profiles and the entire archive of those who criticise the authorities. Or to gain full access to
financial and private communications, physical locations, and even residences in Western countries.

We call on the OSCE to organize an open and detailed debate, revise the regulatory approach
to privacy, stop sharing intelligence with oppressive regimes based on promises of future cooperation
and address the lack of effective remedies to prevent all of the above-mentioned abuses.
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