Subject: Fwd: Ukraine v. MA (Strictly Private & Confidential, Privileged Communication) -
BC/Mapux - CPOYHO

From: Roman Marchenko <marchenko@attorneys.ua>

Date: 15.05.2014 12:44

To: Andrey Kravchenko <a.kravchenko@prokuror.kz>

CC: Maksutbekuuli Ulugbek <maxatbekuulu.u@prokuror.kz>, "Lastaev Artur Ermekovich"
<7172988@prokuror.kz>, Pakeev Nurzhan <7172721@prokuror.kz>

A.H.!
MpocTuTe 33 6eCNOKOWCTBO, HO Yy MEHA CPOYHLIA BOMpOC.

Kak A wHbommposan, Ha 26.65 4 12.86 B ANennaUMOHHOM cyhe r. JfIMOH
Ha3HavyeHu CchyllaHua no pgeay ob akcTpaguuuu AMK,

B npunoxeHun - npegnoxeHue 00 "BuHCTOHCTpoyH", KOTOpble NpeacTaBAAlu
UHTepecel Foc-Ba YKpauHa B 3Kc-lposaHce (AMK) u floHgoHe (KOHOHKO), Ha
cnywauus B fluode. f ero yxe otnpaBiAn B baHk (Caypbeky u MPoCAHKMHY).

YunThiBaA, 4TO CAyllaHWe COCTOMTCA yxe 26.85 mHe CPOYHO HyxHO peuwedue

baHka, 6yAeT nm BaHk dMHaHCMpOBaTb 3Ty HOBYW paboTy dp. wpucTos. Ha

CerofHA oTBeTa/no3suMuum BaHka no STOMY BOMPOCY A TaK U He KUMeWw, Kpome
npeABapuTenbHOro nogTeepxaeHuA [IpOCAHKMHA: "NYCTh WPUCTH HaYUHEKT,

pewnm™, HO 10PUCTH XOTb M Hadanu paboTy (Hanpumep, WMHGO O gaTtax - oOT

HUX, Toc/e MX BCTped B JlnoHe), Ho TpebywT oT MeHA NOATBepXAeHMA obuero OBwaxeTa.

Ecnn 3ToT Bonpoc He bygeT GuiCTPO peweH, YKpanHa He 6ypeT npeAcTaBfieHa
BO ®paHunu, T.K. MY yxe Hanucana cyay, 4TO COTPYAHUKKM TTY He 6yayT
NPUHUMETL ydacTue B CAYWaHUAX B JIMoHe (ecau HyxHO - A 3To nucbmo MY
BaM HanpaBaw) .

A Besb ewe ByaeT Heobxopumo 0POpPMUTE B YKpauHe MaHAaT WPUCTaM, YTO U

paHbile 6610 HENPOCTO, T.K. 3TO NpPAMO He NpeaycMOTPeHO YKp.
3aKoHopaTenscTBoM (Bb 3TO MpekpacHO MOMHWUTE, T.K. MOMOrajM C 3THM, HO

faxe npu moem TorjawHem pobpoM OTHOWEHMW CO BCEMM 3TO JAenanocb "co
ckpunom“}, a npu cerofHAWHEeR CUTyauuu 8 YKpauHe - Booblle KpaiHe

CNOXHO .

Mocne HyxHO ByaeT elle OTNPaBUTL €ro Mo AUJIOMaETUYecKOd uenodke TNy -

MUAY - MNoconbCTBO YKpawHel BO ®paHuuu - MUI OpaHumu - MUHOCT OpaHuMM - Cyd B
JinoHe, 4TO TakKkKe 3alimMeT O4YeHb MHOIrQ BpemeHu!

Npu 3TOM HadaThk odopMAATL MaHgaT 6e3 MOATBepPXAeHWA FoTOBHOCTH BaHka
OnNNaTUTbL BCH CyMMmy Op. WpUCTamMm A He MOry, T.K. 6e3 storoc MY Ha 3To
TOYHO He noiger.

WU elle ognH momeHT/npockbba - He onJiavyeHsl & nNocCAegHMX CYETOB Moei
dupmsl. Mpu 5TOM Tam BHYTPU "CUAAT" orpomHble (ANA HAC) CyMMbl Hawmx
2aTPaT Kak pa3 no cTapbm Maarexam aHrn. 1 ¢p. OpucTaM No yKa3aHHOM
Teme (3xcTpaguumu). Heobxoaumo 6GLICTPO pemmTbh ¥ 3TOT BONpPOC, T.K.
¢paHUy3bl CHOBa 3axXOTAT NpeAonnaty, a y MeHs MpocTo He byfeT pecypca
cienaTk 3To 6e3 onnaTthl CTapuiX CYETOB BaHKOM.

Cnacubo.

Best regards,
Roman V. Marchenko,
Senior Partner
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Ilyashev & Partners Law Firm
11 Kudryavska Str.

Kyiv, 04053, Ukraine

tel. +38 (@44) 494 19 19

fax +38 (044) 494 19 99

www.attorneys.ua

Ilyashev & Partners is recommended for Ukraine by European Legal 500,
Chambers Global, Chambers Europe, IFLR 1066, PLC Which Lawyer?, Who’s
Who Legal.

**************=!=******************NOTE*********************************

This e-mail message and any attachments thereto are intended only for
use by the addressee(s) named above, and may contain 1legally
privileged and/or confidential information. If you are not the
intended addressee, you are hereby kindly notified that any
dissemination, distribution or copying of this e-mail and any
attachments thereto is strictly prohibited. If you have received this
e-mail in error, kindly delete it from your computer system, and
notify wus at the telephone number or e-mail address appearing above.
Thank you.

Please consider the environment before printing this e-mail message.

Attachments:

Fees proposal WS-1.pdf

76,2 KB



BUDGET PROPOSAL

D FEE ARRANGEMENT
Our budget proposal amounts to a total sum of € 320.000 excluding VAT.

Since we understood that you requested a capped budget, we agreed to make a capped budget
proposal but note that this budget will surely be inferior to our real costs and expenses.

Please note as well that our internal rules require us to request from you the payment of all the
pending bills which remain unpaid.

We would therefore ask you to pay the total sum of § 76.224,85 before we can take any further
actions in this case, corresponding to:

Bill n° 214 03 029 dated 14 March 2014: outstanding balance of $ 61.862,55

Bill n° 213 12 152 dated 26 December 2013: outstanding balance of $ 14.362,30

The Expenses budget shall be reviewed de bonna fide by the parties in the occurrence of any
event that could change the parties’ forecasts regarding this budget item.

The Expenses budget does not include any bailiff, transport or accommodation fees, costs or
expenses that could be necessary in the course of the mission.



I)  DETAILED PROPOSAL

BUDGET CONCERNING THE PROCEDURE BEFORE THE COURT OF APPEAL OF
LYON
(100.000 euros)

Update of the submissions

We will have to update our submissions according to the recent 40 000 €
events.

Monitoring of the transmission of documents by the diplomatic

channel

We will have to monitor the transmission of the needed documents 5.000€
(power of attorney, exhibits and observations)

Contacts with the General Prosecutor

5.000 €
Preparation of the hearings

10 000 €
Hearings
We will surely have to attend at least two different hearings in Lyon. 30.000 €
Translation monitoring

5.000 €

Brief of the Local Counsel
5000€




BUDGET CONCERNING THE CRISIS MANAGEMENT
(100.000 euros)

Brief of the criminal lawver

Calls, meetings and legal documents drafting. 20.000 €

Work with the IT experts

Calls and meetings. 20.000 €

Communication management

Calls and meetings with crisis management experts.
Preparation of responses to the Press. 40.000 €

Calls and meetings with journalists.

Investigations

Calls, meetings and drafting of documents in the frame of our 20.000 £
relations with the DCRI (French FBI).




EXPENSES BUDGET
(120.000 euros)

Criminal lawver

- Action before the Paris Bar

We retained the former Chief of the Paris Bar and very well-known
criminal and press lawyer, Christian Charriére-Bournazel in order to
brief the Paris Bar on the case.

- Criminal complaint before the General Attomey

- Actions for prohibiting the access to the websites in France
towards French internet service providers

We had to sue all French internet service providers to ask the Court to
order them to prohibit the access from France to the litigious
websites.

- Possible complaints against newspapers

- Possible complaints against Ablyazov's lawyers

35.000 €




Forensic and IT experts

- Security measures

Following the revelation of the leak, we had to ensure that our IT
system was safe and we have therefore retained IT experts to check
all our devices.

- Analysis of the attack

Our IT experts have made a forensic study on our devices to try to
determine what has been the modus operandi of the attack. This
measure was necessary to correct the breach and to try to make a link
with the attack and our opponents, which could be a powerful
argument for our case.

- Investigations at Apple’s

since the attack was performed on an iPhone, we had to check with
Apple if they could give us all the data they had on connections
historic.

Since the attack was performed on an iPhone, we had to check with
Apple if they could give us all the data they had on connections
historic.

- Encrypted lines

25.000 €

Communication and crisis management expert

We need to work with our usual communication experts to manage
the press coverage of the case and to determine our communication
strategy.

Their good contacts within the Press will be as well particularly
useful.

35.000€




Translation
We will have to translate:
- our observations in Ukrainian and Russian;

- the English judgments in French and Russian;
- the relevant exhibits in French and Russian.

20.000 €

Local Counsel in Lyon

We need the assistance of a local counsel in Lyon to manage the
relationship with the Court and the General Prosecutor.

5.000€

VYarious

We will have to engage various costs for the several hearings and
meetings.

5.000 €




